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As of Summer 2016, more than 600 
M&A transactions were announced, the 
total value of which is estimated to be $37.4 
billion. Many of these M&A transactions in-
volve a dependence on technology, connec-
tivity, and networks. Jason Weinstein, 
former deputy assistant attorney general at 
the U.S. Department of Justice, summarized 
the issue of cybersecurity due diligence suc-
cinctly when he said: “When you buy a com-
pany, you’re buying their data, and you 
could be buying their data security prob-
lems…” As a result, cyber risks must be eval-
uated right along with financial and legal 
due diligence considerations.

 The importance of cybersecurity due 
diligence was recently brought to the fore-
front when it was revealed that at least 500 
million Yahoo! Inc. user accounts were vic-
tims of a data security breach during an ad-
vanced stage of a proposed billion-dollar 

acquisition of the company by Verizon 
Communications Inc. The breach is report-
edly expected to result in substantial delays 
to the deal closing, painstaking investiga-
tions, and, most significantly, a reduced pur-
chase price. In fact, Verizon announced that 
it lowered its purchase price for Yahoo's 
core business by $350 million, down to 
$4.48 billion. The situation was recently 
compounded further when on December 
14, 2016, Yahoo disclosed another record-
breaking breach of more than one billion 
user accounts that occurred in August 2013.
       The Verizon/Yahoo deal is not the first 
M&A transaction to hit the headlines from 
a data protection perspective. In the lead up 
to the acquisition of WhatsApp Inc. by 
Facebook Inc. in 2014, the proposed use 
and transfer of WhatsApp’s user data to 
Facebook for targeted advertising and other 
purposes was publicly scrutinized by the 

U.S. Federal Trade Commission. Two years 
later, Facebook’s processing of user data ob-
tained from its WhatsApp messaging service 
has found itself back in the spotlight.

 In a world filled with more sensitive 
personal information than ever before, data 
has become “the new oil” and a key business 
asset for almost all companies. This begs the 
question: what do companies need to know 
about the cybersecurity and data protection 
of a target company before entering into 
not only an M&A transaction, but any trans-
action involving the purchase and sale of an 
enterprise’s assets?
       The term “cybersecurity due diligence” 
has been defined as “the review of the gover-
nance, processes, and controls that are used 
to secure information assets.” Such due dili-
gence may exist between states, between 
non-state actors, such as private corpora-
tions, and between state and non-state actors. 
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Cybersecurity is even a global issue between 
countries as nations try to protect themselves 
in the age of constant data breaches.

 There are a number of different types 
of cyber risk scenarios to consider when ex-
ploring M&A due diligence: First, and, prob-
ably the worst-case scenario, is an ongoing 
breach. This is where the target company is 
“owned” by an unknown attacker, and any 
sensitive data or intellectual property might 
already be gone. Additionally, a public rela-
tions nightmare is most likely looming. 
Second, is an unrevealed previous data secu-
rity breach. This occurs when the target 
company suffered a breach in the past that 
is revealed to the acquiring company only 
after the purchase, such as in the case of the 
Verizon/Yahoo deal discussed already. 
Third, is a persistent intruder. This is where 
the target company is host to an attacker 
that maintains their presence in the network 
environment, watching and waiting, which 
will now make the acquiring company a host 
as well. Fourth, a disruption attack, or an in-
cident where attackers destroy critical busi-
ness systems, leak confidential data, hold 
companies for ransom, and taunt executives. 
Fifth, a “dirty environment” where the target 
company’s internal system demonstrates a 
significant amount of common malware, 
which will need cleaning, improved protec-
tion and detection capabilities. Lastly, an in-
adequate security program. This is where 
the acquired company has systemic cyberse-
curity issues resulting from a weak or non-
existent data security program. Weak 
oversight and guidance will, over time, cre-
ate vulnerabilities across many security areas 
that will take time to remediate.

 Whether you serve in the role of in-
house or outside counsel advising a corpo-
rate client in an M&A transaction, there are 
a number of steps to take to assess the cyber 
risk of another company. First, counsel must 
identify the important data assets or crown 
jewels. In particular, it is crucial to identify 
the most sensitive data, such as: private and 
confidential information, intellectual prop-
erty, trade secrets, and other propriety in-
formation that cyber criminals are 
interested in stealing.
       Second, counsel must determine how 
the data is stored in order to understand 
where it is located, who is responsible for it, 
and how the company is protecting it. Thus, 
counsel must ask questions such as, is the 
target company storing their own data or 
using a third-party contractor, such as a 
cloud provider? What security precautions 
are in place to monitor and protect the 
data? Who is responsible for the data in the 
event of a breach? Have there been any 
prior breaches and how were they re-

sponded to and remediated?
       Third, counsel must review the internal 
data controls of a target company. This as-
sessment includes reviewing the internal 
policies and procedures in place to prevent 
a data breach. For example, social engineer-
ing is a major cause of data breaches. What 
are the target company’s protections against 
phishing attacks, or internal leaks, such as 
a disgruntled employee emailing private 
data or taking it home on a thumb drive 
and then selling it?
       Fourth, counsel must identify any past 
security breaches. Past behavior is a predic-
tor of the future, so it is critical to know if a 
target suffered a prior breach and how it re-
sponded to and remediated same. This in-
cludes reviewing the stability/adequacy of 
data response plans as well as post-breach 
remedial efforts.

 Fifth, counsel must review breach re-
sponse plans. Steps should be taken to en-
sure a specific crisis management plan is in 
place – and has been tested – for respond-
ing to a cyberattack. When such an incident 
occurs, the company needs to be prepared 
to respond to inquiries from its stockhold-
ers, customers, clients, vendors, the media, 
government regulators, and law enforce-
ment officials. A well-reasoned response 
plan increases the likelihood a target com-
pany will successfully manage the public re-
lations and reputation risks associated with 
a cyber incident.
       Sixth, counsel must consider the need 
for specific cybersecurity deal terms. Based 
upon what may be discovered during the 
due diligence stage, counsel will need to re-
evaluate whether the deal is still right for 
his/her client. If it is, counsel may need to 
include data and cybersecurity-related risk 
provisions in the purchase and sale agree-
ment to address data vulnerabilities and 
mitigate any post-closing exposure.
       Finally, counsel must assess the impact 
of a potential cybersecurity incident to an 
insurance policy or post-closing agreement. 
An acquiring company should work closely 
with its counsel to carefully review their 
cyber insurance policies to determine im-
portant issues, such as: whether coverage ex-
ists for business interruption; if 
pre-acquisition cyber incidents are ex-
cluded; whether the policyholder/buyer is 
required to update its software/computer 
systems to include the latest patches and se-
curity protection measures; whether the 
policyholder/buyer was required to per-
form pre-closing cybersecurity due dili-
gence in order to collect under the policy; 
and whether the policyholder/buyer has 
coverage for cyber risks it inherits from the 
target post-closing. 

       Ultimately, in an era where personal 
data has become integral to many businesses, 
a company’s security measures and prepared-
ness for a data security breach can only in-
crease the value of the business to a potential 
suitor. As recent headlines have demon-
strated, acquiring companies cannot afford 
to be kept in the dark with regard to vulner-
abilities related to cybersecurity. There is sim-
ply no longer an excuse for data protection 
due diligence to be overlooked or inade-
quately tailored to a target company’s risk 
profile. Accordingly, data protection issues 
should be carefully assessed and handled at 
the outset and throughout the M&A process. 
Moreover, both counsel and their clients 
must be cognizant of the fact that strategic 
issues with data protection at their core may 
creep up at various stages of the acquisition 
deal, including during the development of 
an acquisition or approach strategy at the 
genesis of a deal, and through integration 
and transition strategy post-completion. 
Lastly, data protection issues do not vanish 
once the transaction is closed. Thus, wary 
buyers should continue to assess and review 
its own data protection compliance require-
ments with audits following the signing of 
the deal, or be prepared to face scrutiny. 
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