
Incident Response Process
An Event is Identified

Start 

USC detects a security
event

The UISO verifies the
event to be a threat
against a person,

business operations, or
sensitive data.

The UISO launches the
incident response plan

The Event is Contained

The UISO determines the
scope and characteristics

of the event

The UISO notifies the
security liaisons and

executives of the event
and begin coordinating

efforts 

The UISO gather subject-
matter experts, security
liaisons, and executives

into a response team

The UISO initiates an
appropriate incident

response playbook and
develops a containment

plan

The UISO works with the
incident response team to

contain the incident.

The Event is Remediated

The incident response
team develop a plan to
remove unauthorized
access to USC assets

The incident response
team verifies that

unauthorized access to
USC IT assets is

removed

The incident response
team develop a plan to
automatically detect a
reoccurrence of this

event

Recovery from the Event

The incident response
team develop a plan to
return all IT assets to

normal operation

The incident response
team verify that all IT

assets have been
recovered

USC General Counsel
explain legal and

regulatory requirements
to the incident response

team

A report is delivered to
executive leadership with

the incident response
team's findings and the

general counsel's
directions

The incident response
team carries out any
directives given by

executive leadership

Lessons Learned

The UISO writes and
delivers a formal incident

report that details the
event and the resulting

response

The incident response
team reviews the final

incident report

Any remaining issues are
described in the final

incident report and are
addressed within the

incident response team

End
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