
Information Security Programmatic Improvement Plan 
As part of the University Information Security Office’s (UISO) ongoing efforts to strengthen 
the University’s security posture, we are launching a series of strategic initiatives over the 
coming years. These initiatives are designed to enhance and update existing services while 
also modernizing the University’s compliance program. 

 
Initiative 1: Updating the Security Survey Structure 
Timeline: 02/01/2025-12/31/2025 

In response to recent organizational changes across the University, UISO is updating 
the security survey process to better reflect the current institutional structure. This 
initiative includes revising the hierarchical structure used to monitor security compliance, 
aligning it with other DoIT reference structures (e.g., IT Planning), and ensuring consistent 
communication of these changes across the enterprise.  

These updates will enable UISO to more effectively allocate resources in 
accordance with the new organizational landscape and improve the quality and relevance 
of security metrics shared with university leadership. As part of this effort, UISO will also 
collaborate with organizational units to update and validate their security survey 
responses. 
 
Initiative 2: Enhancing the Security Liaison Program 
Timeline: 5/1/2025-6/30/2026 

Enhance the Security Liaison Program by refining the role definition and formally 
documenting the updated responsibilities. This effort will include clearly outlining the 
required qualifications and expertise needed for successful appointment to the role, 
ensuring both clarity of expectations and the selection of appropriately skilled individuals.  

To maintain the effectiveness of the program, new processes will be established to 
ensure regular review of Security Liaison appointments, with adjustments made in 
alignment with changes across organizational units (OUs). Additionally, a structured 
training program will be developed and implemented to support both new and existing 
Security Liaisons in understanding their responsibilities and the processes they are 
expected to follow. 
 
Initiative 3: Enhancing Security Awareness & Communications 
Timeline: 7/1/2025-6/30/2026 

To strengthen security awareness across the University, UISO is planning a 
comprehensive update to the Security Awareness Program. This initiative will enhance the 



communication of security recommendations and guidance provided to students and 
faculty.  

Additionally, it will involve upgrading the current awareness platform, including the 
replacement of the existing training solution. The new solution will better support the 
University’s multitenant environment, offer updated and relevant training content, and 
enable role-based training tailored to specific user needs. 
 
Initiative 4: Defining Enterprise Inherited Controls 
Timeline: 3/1/2025-11/30/2025 

The University Information Security Office (UISO) will assess enterprise-level 
solutions and processes to identify security controls available to the various organizational 
units (OUs). These controls, along with their associated dependencies, will be thoroughly 
documented to support OUs in understanding the compliance posture of inherited security 
measures. 

This initiative will aid OUs in meeting annual compliance reporting requirements 
and encourage alignment with university-wide security standards and baselines. 
Furthermore, it will establish a foundation for automating responses to security survey 
questions pertaining to inherited controls. 
 
Initiative 5: Modernizing the GRC Dashboard Solution 
Timeline: 7/1/2026-6/30/2028 

UISO is initiating an effort to update and modernize the University’s Security 
Dashboard. This initiative will begin with the definition and documentation of updated 
solution requirements to enhance enterprise-wide compliance monitoring. Following this 
phase, the current dashboard will be assessed to determine its ability to meet the new 
requirements. If it is found to be insufficient, the solution will either be redesigned or 
replaced through procurement of a more capable platform. 

These enhancements aim to improve transparency into the compliance status of 
organizational units (OUs), enable automated workflows to streamline OU reporting, and 
simplify the annual security survey update process. 
 
Initiative 6: Implementing NIST CSF 2.0 
Timeline: 1/3/2028-12/31/2028 

The University Information Security Office (UISO) will lead the implementation and 
migration of the University's cybersecurity program to align with the NIST Cybersecurity 
Framework 2.0 (NIST CSF 2.0). This initiative will include updating existing compliance 



reporting processes and associated metrics to reflect the revised framework, as well as 
developing comprehensive migration documentation (examples: control crosswalk). 
This effort supports the University's commitment to continuous improvement in 
cybersecurity governance, risk management, and compliance practices. 
 


